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Abstract

This research constitutes an in-depth legal study on the legitimacy of employing artifi-
cial intelligence in the extraction of digital evidence and its role in combating cybercrime,
with a particular focus on the legal challenges surrounding criminal evidence. The study
demonstrates that such evidence is not merely raw data, but rather the product of complex
algorithmic analysis that necessitates specific safeguards related to legality, reliability,
and interpretability. It examines the conditions under which this type of evidence may be
admitted in court, emphasizing the need to uphold transparency and constitutional guar-
antees, particularly those concerning privacy and the right to a fair trial. The research
underscores the importance of providing effective defense mechanisms to challenge the
legitimacy of such evidence and concludes by calling for the adoption of a balanced legis-
lative framework to regulate this emerging field in a manner that ensures the effectiveness
.of criminal justice without infringing upon fundamental rights

Keywords: Artificial Intelligence, Digital Evidence, Criminal Evidence, Cybercrime,

.Digital Privacy, Legality, Evidence Challenge, Fair Trial
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O Ellarar Journal for Peer-Reviewed Scientific Research | Issue 21, Vol 7, Year 2 | September 2025 | Rabi al-Awwal 447
ELNtarar ISSN 7294-3008

Creative Commons Attribution 4.0 International (CC BY 4.0)

Llladl) Slacaite G pSae (93 sla) (A clgesana (& clilaally aclill sla aags
A e LAl dpall Bolaag ¢ Laa) Boia dilua Gy dga (e L)l laal) A8l
griall ile o iy oay Al Guiadl <l glucall il Jh 6 cdlla
MS)JE\_,}M\ dpaseadl) el f cdaalys yohita AigilE yules 85l A g5une dilindll ddalul)s
(e 2 Le gguin B9 Adliad) Adlaall A gall 2500l ‘Ssla)u O G AT A jatieeal) daad )
‘_L‘J;I' “_aL.u\}“ M)L.\A (aaa L@_\Mj u.’.laﬂ L@.\.\LU} AJJY\ XY mjw J.L}.a 4\_:.1}.113 RPREN
o Atliall Aaalal) Aled (o alaadY) B ((ilsie (8 L) adn ) AAL) dala
138 Lelsbien 3 4Dl oy Adual) by (352alls g Ll Slilacay (el cladl
A i Slagiy wilis e aal) g Lo 50k Ag ke canaila & aal)



1447 JsY & | 20725 (Leeians) djj.j | A8 A5l o Aasll ¢7] 2220 | PR doaladl Giganll ) el dlas =N
ISSN 3008-7234 JU—O—”
L;.D‘A.\:y‘ tl..f]mj\ A g -1.;45).4 ([:E EY 4[')

aailal)

) cbaanl) agef e Sl Jladd) el oK) el Caalagi Al 2
adle (splaty Ll il 5ymlaall Al i e e Lol A g€l Y3 Lgun it
Bauad Aaly dgils CLIKE] 4513 gl 8 Lol (dails dullas llKa) (e Candagl) 1
Juni e cdagan duaha) blal Wi e ogilal) 3l syeat olaml) oda cuife 25 il
ol Jilagh) Ja 8 dpaniie cul€ AN ) Jgally cdidd,ll i) e 4l cluaS
Opam By pin LaiaSia g3 clialy Auigis (Ll o Jpaas 3B Y dasiiall clyaall oda 5 e
A N N o s A slall Sladlly dragendll b 3all el o ki) (Byaal
Lilngia Gmsats «(gpsil Laakey pudth e llaY] oS3l Gl lsa e LT dajitondl
i 2 il AnlSaly dlgnan Sleha) diegydie Jon Apass Vil i 21 )
o anad) 13 e 28 LAl Alaal) Aasliia e ol JileesS Lginden (siag ¢ Lebilas
Jag il dlaialy AV s2gl A gilall Landall Julas DA e L0 LIKEY) s3a dallas
bl Jolis LS Lkl Lglgaal dialiall el ¢lgie g pdie Januias ) A gilally Al
T lie allas pasy ) Yoy g Laall o iS5 ) AghaY) Slleally g Gadall 250a
Aoysindll Goaall alyin) ilasiiag (daadll danall dndlSe gy (0 (3855 Aijlsie Al
+Oialgall

A iisal) Ayl A1 auial 5silal) LB killy (ydaill sl 138 gsun A
V) ) ) Gandl Jagi ¢ e lilaaYl SIS e ]

s 50k Haan eliheaY) S il e dasll) dudd il Y1 & ) Gaadll S 1
o) lsa 1isiaty Lllin) Ll lasios Ll Y) csadaal) 2ad ) Loall blal via) 84z
LSang Ui Ligils [l Cangicn

O Ao gana alyial dag ydia  Sliall CLEY) Jlae & A1) 028 o of Jalail) gl 2
Lacg phiag ¢ Pladll asdll LB (Adledll dddisal (lgiadl 4y (dgilally Ladl) juledl
) ALY bl e

Olaal Lie e Y 85S) Jidd galall 3 3all Las Vs g iall lileca o Al caty 3
Jaly L i) cilajie iy pand e g laall S ot Le s cdaSladl dllac
Y iy g sl aus dilial Ly

Lol (e () Arcansgally damnyiill 5ol (e dlens Caadll imgs ¢ om Lo o Bl



O Ellarar Journal for Peer-Reviewed Scientific Research | Issue 21, Vol 7, Year 2 | September 2025 | Rabi al-Awwal 447
ELNtarar ISSN 7294-3008

Creative Commons Attribution 4.0 International (CC BY 4.0)

tLgatly cdanlal) Boaall dilas clilliiag g@s\ G Slaiiie (o (oo sage Bl eles)]

(s Loy LT A yiianall 4yl A1V (i) JualSia idng ropuiti 5l ls)] By 3n 1
Alal) Glehal) Gasa Wgalatiul dag ydy Lgren daslsua 2dady

Slhaey lsall & Liad) 3lSa) Glaa PDha (e cditll ddlailly A8liadlly diaY) cillall) a13)) .2
e il agh Ao agipad a8yl 3l Jlaal) 8 ailaadl) Gale il 05< cdaalyally (sl
L2l o3a

Lagilh juleag Bl e cdedyll daall 4a8lSe lane & oal) cpglaill Hhal 50333
L2 ayinall A giall ililacall 43 gl b elig ccliiailly SUL s 2l 5135
LAlga

M‘?@@I@M\u)ﬂum@gy@ cand) 1aa a) guil Lo g by
ey il (gy3tan Al gns 3lats Lo 8 Lonas ¥ o pamnpiill (alilly alad) QL) (pe il
e Shmb Agal Al e Aa i) A1) LAY AU el sty lgail e
1_11.4\45 GAJ JjAAﬂ J.ﬂ\aj\ @LH\ <l e_a)aj\ dail<a @ qu.ﬂ\ u_abasﬂ\ UJL:_J\ ).E\ d_\h_i
d.as_.} s\d\; Lu_l)..«..uj L\A.mlS\ Ua);.ﬂ e)lu.m ¢daaliea 4_1.1;_1 ‘lsléﬁ Lé.ﬁ.«ay L@..um.\ ua_).a.m u_ul_a
‘;chlam\ﬁ\ 84 ac \.@.44_)9 L._?_\3\ 2\:\4.545\ u_\)ﬁﬂ\ s uy\.d\ M;)A



1447 JsY oy | 20725 (Leeians) d}Lj | A8 A5l o Aasll ¢7] 2220 | IR doaladl Giganll ) el dlas
’ ISSN 3008-7234 JU—OJ I
L;.D‘A.\:Y‘ tl..f]mj\ A g -1.;45).4 ([:E EY 4[')

Guaall a0 aalya 0
(g ddsaall lall Clygdia ¢ Abad) gaailly elilaal) (SA caaall ae (gl
) ) ) 2020 ¢
2021 (ol ccgpm o Sl Jeadl la ogilally e lidaa¥) SN cdolad cdilad 2
* * Asadyls gabae
1. American Bar Association, Report on Artificial Intelligence in Criminal Justice. Amer-
ican Bar Associatio, 2018.
2. Cath, C, Governing Artificial Intelligence: Ethical, Legal and Technical Opportunities
and Challenges, Philosophical Transactions of the Royal Society A, 2018.
3. Crawford, K., & Calo, R., There is a Blind Spot in Al Research, Nature, 2016.
4. Dignum, V., Responsible Artificial Intelligence: How to Develop and Use Al in a Re-
sponsible Way, Springer, 2019.
5. European Commission, Proposal for a Regulation on Artificial Intelligence (Al Act),
2021.
6. Office of the Privacy Commissioner of Canada, A Regulatory Framework for Al: Rec-
ommendations for PIPEDA Reform, Government of Canada, 2021.
7. Pasquale, F., The Black Box Society: The Secret Algorithms That Control Money and
Information, Harvard University Press, 2015.
8. Russell, S., & Norvig, P., Artificial Intelligence: A Modern Approach, 4" edition, Pear-
son, 2021.
9. Shapiro, A. K., Predictive Policing and Artificial Intelligence. Yale Law & Policy Re-
view, 37(2), 2019.
10. UK House of Lords, Al in the UK: Ready, Willing and Able? House of Lords Select
Committee on Artificial Intelligence, 2018.
11. UNODC, Compendium on Al and Criminal Justice, United Nations Office on Drugs
and Crime, 2021.
o ply Cuilgl o
1. Conseil Constitutionnel, Décision n°® 2015-713 DC du 23 juillet 2015.
2. European Data Protection Board (EDPB), Guidelines 10/2020 on Restrictions under



O Ellarar Journal for Peer-Reviewed Scientific Research | Issue 21, Vol 7, Year 2 | September 2025 | Rabi al-Awwal 447
ELNtarar ISSN 7294-3008

Creative Commons Attribution 4.0 International (CC BY 4.0)

Article 23 GDPR, 2020.
3. European Union, Regulation (EU) 2016/679 (General Data Protection Regulation),
2016.
4. France. (n.d.). Code de procédure pénale, Articles 56-1 et 706-95.
5. Germany. (n.d.). Strafprozessordnung (StPO), § 100a.
6. United Arab Emirates. (2012). Federal Law No. 5 of 2012 on Combating Cybercrimes,
as amended.
7. Venice Commission, Opinion on Mass Surveillance, CDL-AD, 2015.

Al alafy dxigild aale *
1. Cour de cassation, chambre criminelle, Arrét n° 16-82.066, January 11, 2017.
2. Daubert v. Merrell Dow Pharmaceuticals, Inc., 509 U.S. 579, 1993.
3. European Court of Human Rights, Uzun v. Germany, Application no. 35623/05, 2010.
4. Court of Justice of the European Union, Case C-293/12 Digital Rights Ireland Ltd v
Minister for Communications, 2014.
5. Silverthorne Lumber Co. v. United States, 251 U.S. 385, 1920.
6. State v. Loomis, 881 N.W.2d 749 (Wisconsin Supreme Court, 2016.



	_Ref535644258
	_Hlk185592757
	_Hlk185592792
	_Hlk185592828
	_Hlk185592856
	_Hlk185593055
	_Hlk185593098
	_Hlk185942086
	_Hlk185942109
	_Hlk185942122
	_Hlk185942141
	_Hlk185942186
	_Hlk185942229
	_Hlk185942283
	_Hlk185942314
	_Hlk185942346
	_Hlk185942389
	_Hlk203501038
	_Hlk203501092
	_Hlk202321446
	_Hlk200473159
	_Hlk202321510
	_Hlk202320336
	_Hlk202400286
	_Hlk202401056
	_Hlk203158030
	_Hlk203640844
	_Hlk203640860
	_Hlk205836779
	_Hlk206033279
	_Hlk206033526
	_Hlk206033546
	_Hlk206033617
	_Hlk206033716
	_Hlk206424244
	_Hlk206424268
	_Hlk201077411
	_Hlk201245700
	_Hlk201245753
	_Hlk202202587
	_Hlk201245233
	_Hlk202202629
	_Hlk203588714
	_Hlk202321446
	_Hlk200473159
	_Hlk202321510

