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Abstract

This study examines the extent to which UAE criminal law is capable of addressing assaults
against individuals committed through blockchain technology, particularly within closed dig—
ital environments such as the Dark Web. The research highlights how the decentralized
and encrypted nature of blockchain, combined with its criminal applications in the dark web,
has facilitated the commission of serious offenses—such as sexual extortion, child ex—
ploitation, and human trafficking—without effective traceability or accountability. The study
reveals significant legislative shortcomings within the UAE Penal Code, both in terms of the
absence of specific provisions addressing the evolving methods of digital crime, and the
challenges of applying traditional criminal liability frameworks to offenses perpetrated using
decentralized tools such as smart contracts or cryptocurrencies. Through conceptual, legal,
and technical analysis, the study concludes that there is a pressing need to reconstruct
a specialized legal framework that balances innovation protection with human protection,
emphasizing the enhancement of investigative tools, the expansion of judicial jurisdiction,

and the explicit criminalization of emerging forms of cybercrime.

Keywords: Dark Web, Digital Sexual Extortion, Human Trafficking, Digital Evidence, Inter—
national Judicial Cooperation.
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